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1  INTRODUCTION  

Thank you for purchasing CANCapture from EControls. CANCapture is the complete Controller Area 

Network (CAN) solution that offers every feature one would expect from a CAN diagnostic and analysis 

tool and more. 

To start using CANCapture you will first need to install the software. Please refer to the Section 3 for 

software installation steps; CANCapture user instructions begin in Section 4. 

NOTE:  This manual replaces the following legacy documents: 
              ς EPC0061 (CANCapture Installation Procedure) 
              ς ERC0016 (CANCapture User Manual) 

CANCapture is supplied with a custom ECOM cable that is enabled to run your new CANCapture software. 

The ECOM cable is a USB2.0 High-Speed device that allows Controller Area Network (CAN) traffic to be 

transmitted and received using a computer or laptop. You may distribute the software to as many target 

machines that you like; however, the software will only operate with the CANCapture enabled ECOM 

device. 
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2  ACRONYM / ABBREVIATI ON DEFINITIONS  

The following acronyms/abbreviations are found within the manual sections that follow: 

ACRONYM/ 
ABBREVIATION 

DESCRIPTION 

ASCII American Standard Code for Information 
Interchange ς character encoding standard 

CAN Controller Area Network 

CCP CAN Calibration Protocol 

CSV Comma-Separated Variable 

DBC Visual FoxPro database file extension 

DTC Diagnostic Trouble Code 

ECOM EControls COMmunication Interface 

HEX HEXadecimal 

IEEE Institute of Electrical and Electronics Engineers 

J1939 SAE standard ς recommended practice used for 
communication and diagnostics among vehicle 
components 

NMEA National Marine Electronics Association 

PGN Parameter Group Number 

SPN Suspect Parameter Number 
 

  



  

11 January, 2022        Page 8 of 111 Document Title: CANCapture User Manual (Rev B1)      EControls, LLC 
  

3  SOFTWARE INSTALLATIO N 

To start using CANCapture you will first need to install the software. Please refer to the steps in this section 
for software installation instructions. 

1) Locate the CANCapture installer file CANCapInstaller_Vx.x.exe .   

NOTE: (x.x) will be a decimal number value representing the most recent revision 
of the software. 

2) Right-click the file name or installer icon ŀƴŘ ǎŜƭŜŎǘ Ψwǳƴ ŀǎ !ŘƳƛƴΩ ŦǊƻƳ ǘƘŜ ŎƻƴǘŜȄǘ-specific 
dropdown. 

 

3) Select [Yes] to the Windows system message asking for authorization to make changes to the PC 
or device. 

4) After a Preparing to Install window appears briefly, select [Next >] at the CANCapture installer 
Welcome window: 
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5) At the License Agreement window, click to Accept the license agreement terms, then select 
[Next >]. 

 

 

6) At the Destination Folder window, select [/ƘŀƴƎŜΧ] to modify the default installation folder as 
needed, then select [Next >]. 
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7) At the Ready to Install the Program window, review the setup type, destination folder and user 
information, and go [<Back] to make any changes as needed. If no changes are required, select 
[Install]. 

 

8) The Installing CANCapture window will show installation progress before transitioning to the 
Installation Wizard Completed window.  Select [Finish] to finalize the installation and close the 
installer. 

 

 

You are now ready to start using CANCapture!  
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4  GRAPHICAL WORKSPACE AND DATA FLOWCHART  

CANCapture uses a graphical data work space flow chart as its centralized location for managing and 

controlling the program's behavior. The flow chart is used to visually control the flow of CAN traffic in and 

out of various function blocks which can each handle, interpret, and react to data in unique ways. The 

flow chart is highly flexible, allowing one to freely manipulate function blocks and draw interconnects at 

any time (before or during a "live" capture) and in any way.  

¶ The interface is completely flexible - add unlimited function blocks anywhere on the grid and join 

them with interconnect lines that can be branched and connected in any way. Interconnect lines 

turn green to easily identify when they are properly connected. 

¶ The flow chart can be manipulated during a "live" capture and will immediately respond to 

changes. There's no need to stop a session just to change the data flow. 

¶ Each block corresponds to its respective window (or panel), which can be renamed, disabled, 

focused, or removed all from the chart. 

¶ Cut, copy, and paste functionality is supported as well as an import and export feature for saving 

and sharing configurations with others. For example, you can easily export your list of transmit 

messages or a custom packet filter to share with a colleague.  

 The ECOM block is typically the source of all messages throughout the CANCapture flow 

chart. Using the flexible nature of CANCapture's flow chart, one can easily wire and route the 

messages received on the CAN bus in an unlimited number of ways. For example, the output 

port of one ECOM block can be routed to the input port of another to create a simple bridge 

between two CAN buses. Alternately, a packet filter or custom script can be placed between the two so 

that only specific messages will be forwarded - the possibilities are virtually endless. 

Every message that is received by the ECOM block contains a hardware timestamp that is accurate within 

microseconds. The ECOM is capable of capturing CAN 2.0A (11-bit), CAN 2.0B (29-bit) messages, and all 

CAN error frames. All messages are fully supported throughout the CANCapture database and software. 

J1939 multi-packet and NMEA-2000 Fast Packet messages are seamlessly supported by the ECOM block. 

Immediately after the final packet of the J1939 connection management session is received, the 

reassembled multi-packet message will be injected into the stream (unless disabled in the ECOM block 

properties). All other blocks that receive this message will treat it like a normal packet. This means that a 

packet-watch can monitor the packet's statistics; additionally user panels, graphs, and variable-watches 

can all access each variable of the multi-packet message. 

If more than one ECOM device needs to be used in a CANCapture flow chart, the properties of each block 

can be manually configured to assign a specific device serial number to each. In addition specific CAN error 

frames and J1939 multi-packet support can be enabled or disabled in the properties.  
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4.1 Adding Function Blocks 

To add a function block to the Graphical Data Flowchart simply click the right-hand mouse button to 

display the valid choices. 

 

You may add a CAN message Source Device by selecting [Add Function Block Ą Source Devices].  The 

following will be displayed: 

 

Source Device selections are: 

ECOM Device - The ECOM Device function block is used to represent an ECOM device physically connected 

to the local computer. As each message (or error frame) is received from the CAN bus, it is sent to the 

output port of the block. If a trace is connected to the input port of the ECOM block, each incoming 

message that is received will be transmitted on the respective CAN bus.  

Live Replay File - The Live Replay File function block is used to playback CAN sessions previously captured 

and saved using a Recorder Block. The recorder simply saves every received CAN message to a user 

specified file so that it can be replayed at a later time. The live replay allows real-time playback, preserving 

all original timestamps in the process. An entire saved session can be perfectly replayed for repeated 

analysis; furthermore, rate of playback can be changed anywhere from 1/10th to 100x the original speed.  



  

11 January, 2022        Page 13 of 111 Document Title: CANCapture User Manual (Rev B1)      EControls, LLC 
  

4.1.1 Passive Interface Function Blocks 

You may add a passive function block by left-clicking the mouse on the specific selection in the drop down 

menu as illustrated below. 

 

The selections are: 

¶ User Panel - The User Panel block is designed specifically to display and monitor real-time data 

using a variety of fully customizable gauges, thermostats, number sliders, and text labels. The 
panel consists of a simple form editor that allows gauge items to be added and linked to any 
variable in the CAN database. Every aspect of the items can be configured to create a unique 
appearance; custom and pre-designed themes are also available. 

¶ Raw Capture ς The Raw Capture block displays a real-time list of every CAN message (or error 

message) that is received by its input port. Aside from showing all the relevant information, if an 
incoming packet is defined in the current CAN database, the packet will be highlighted using the 
assigned color-code. The block also provides "live" text filtering based on all displayed columns, 
advanced hierarchical column sorting, locked/unlocked automatic scrolling, exporting to excel for 
post-analysis, full integration with the active CAN database, an advanced details view for each 
packet, and the ability to display all relevant fields in either decimal or hexadecimal. 

¶ Packet Watch - The Packet Watch block is used to monitor the statistics of individual packets 
received on the CAN network. It can be used to measure the average period, total message count, 
message rate, maximum period, minimum period, and last time received for any message type. All 
measurements are high-precision due to the utilization of hardware timestamps from the ECOM 
device are used. 

¶ Variable Watch - The Variable Watch block is used to monitor the value and stats of individual 
CAN variables. The watch list reports the current value as well as the average received period, total 
count, and last received timestamp for each chosen variable. The block also supports exporting all 
variables to a Microsoft Excel CSV file for easy post-analysis. 

¶ Graph - The Graph block is used to plot any variable in the CAN database; as each variable is 
received, it is plotted in real-time in the graph window. The graph was developed from scratch 
with the purpose of being able to handle streaming data with a moving time axis. Due to its tuned 
development efforts and focus on performance, there is no graphing tool available that is better 
suited for real-time streaming data ς response and display time is instantaneous. 
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¶ Bus Statistics - The Bus Statistics block is used to report statistics for all CAN messages that are 
received. It displays information about the total packet counts, error counts, multi-packet counts, 
data transmission rates, bus loading, capture time, and the capture state. 

¶ Replay File Recorder - The Replay File Recorder saves every received CAN message to a user 
specified file so that it can be replayed at a later time. The live replay allows real-time playback, 
preserving all original timestamps in the process. An entire saved session can be perfectly replayed 
for repeated analysis; furthermore, the rate of playback can be changed anywhere from 1/10th to 
100x the original speed. 

 

  


































































































































































































